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“CYBERSECURITY: WHAT 

STATE PROSECUTORS NEED 

TO KNOW” TRAINING SCHED-

ULED FOR JUNE  

 

 ―Cybersecurity:  What State Prosecutors 

Need to Know,‖ a two and one-half day training for 

prosecutors and policy attorneys, will be hosted by 

the partnership between the National Association of 

Attorneys General Research and Training Institute 

(NAGTRI) and the National Center for Justice and the 

Rule of Law (NCJRL) at the University of Mississippi 

School of Law in Oxford on June 14-16. 

 Among the topics to be addressed at the 

training are:  Legal Theories in Malware Prosecu-

tions; Phishing, Pharming and Spoofing – State Ap-

proaches and Pitfalls; Infrastructure Vulnerabilities 
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to Cyber Attacks; Unauthorized Access; and Com-

puter Theft and Larceny.  CLE credit for the training 

will also be available. 

 There is no registration fee for prosecutors 

and policy attorneys from Attorneys General Offices, 

and travel scholarships to attend will be available. 

 A nomination form to attend the training is 

on the last page of this e-newsletter.         

 

 

ATTORNEYS GENERAL  

FIGHTING CYBERCRIME 
 

MULTI-STATE 

 Delaware Attorney General Beau Biden and 

Maryland Attorney General Douglas Gansler sent a 

letter to both Apple and Google calling on them to 

ban smartphone applications that help users avoid 

drunk driving checkpoints.  The applications, cur-

rently available for download for Apple iPhone and 

Google Android phones, provide the location of po-

lice checkpoints and allow users to report check-

points to others.  The letter, sent to Apple‘s Senior 

Vice President for iPhone Software and Google‘s 

Chief Executive Officer, call on the companies to re-

move the applications.     

 

CALIFORNIA 

 Attorney General Kamala Harris announced 

that James Sweeney of Tennessee and Patrick Ryan, 

who stole millions of dollars through a sham online 

rewards scheme, were convicted on 65 counts of 

grand theft and securities fraud.    

The men operated Big Co-op, Inc., also operating 

EzZWin.biz, which purported to be an online shop-

ping hub where consumers could go to purchase 

goods and services at discounted prices.  Consum-

ers were told they could save money on their pur-

chases, plus earn commissions and rewards, by con-

vincing others to shop on the site, but they never 

received such rewards.  Instead, their gains were 

based on recruiting others to buy memberships, and 

having those purchasers recruit others.  Member-

ships cost between $19.95 to $99.95.  In addition, 

the men sold phony stock in Big Co-op, pitching the 

company as the future of e-commerce, when in real-

ity Big Co-op was never profitable.  The men each 

face a maximum of 20 years in prison.    

 

CONNECTICUT 

 Attorney General George Jepson joined Con-

sumer Protection Commissioner William Rubenstein 

in seeking information from Hartford Healthcare and 

its Midstate Medical Center affiliate about a data 

breach that may have compromised medical records 

of 93,500 patients.  The hospital notified Attorney 

General Jepson that a hard drive containing pro-

tected health and personal information was taken 

home and lost by an employee.  In a letter to the 

hospital‘s attorney, Attorney General Jepson asked 

that affected patients be provided with two years of 

credit monitoring services, identity theft insurance 

and reimbursement for the costs associated with 

placing and lifting security freezes.  The case is be-

ing handled by Assistant Attorney General Matthew 

Fitzsimmons.   

 

DELAWARE 

 Attorney General Beau Biden‘s Child Preda-

tor Task Force arrested Eric Aldrich on 27 counts of 

dealing in child pornography.  The arrest followed 

the execution of a search warrant at Aldrich‘s resi-

dence by the Task Force and State Police Troops #4 

and #7.  Multiple computers and other digital media 

were seized, and an initial forensic analysis re-

vealed multiple images of child pornography.   The 

undercover investigation was initiated after a refer-
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ral from the Pennsylvania Internet Crimes Against 

Children (ICAC) Task Force.  

 

ILLINOIS 

 Attorney General Lisa Madigan joined state 

Senator Toi Hutchinson to recognize the Senate‘s 

passage of SB 1035, a bill in which her office par-

ticipated in crafting.  The legislation would authorize 

prosecutors to issue administrative subpoenas for 

evidence in Internet-related child exploitation of-

fenses, resulting in accelerating the time it takes to 

identify and arrest offenders.  The bill would also 

extend prison time for offenders charged with multi-

ple child pornography offenses and those convicted 

of trafficking or possessing multiple pornographic 

images of children.  Currently, an offender who pos-

sesses thousands of child pornography images can 

receive the same sentence as an offender who pos-

sesses one image.  The bill now moves to the state 

House.       

 

LOUISIANA 

 Attorney General Buddy Caldwell‘s High 

Technology Crime Unit arrested Jordan Allen on por-

nography involving juveniles charges.  The arrest 

resulted from a joint investigation by the Unit, the 

Baton Rouge Constable‘s Office and Police Depart-

ment and the Nicholls State University Police De-

partment.     

 

MISSISSIPPI 

 Attorney General Jim Hood announced that 

Stephen Risher, a music teacher, entered an open 

guilty plea to one count of exploitation of a child.  

The investigation began when Risher took his com-

puter to be repaired and technicians discovered 

child pornography.  The case was investigated by 

Attorney General Hood‘s Internet Crimes Against 

Children (ICAC) task force with assistance from the 

Lauderdale County Sheriff‘s Office.  Special Assis-

tant Attorneys General Brandon Ogburn and Tina 

Herron from Attorney General Hood‘s Cyber Crime 

division prosecuted the case.  Risher faces up to 40 

years in prison.    

 

MONTANA 

 Attorney General Steve Bullock‘s Office is 

jointly sponsoring an essay contest on cyber bullying 

with the state Police Protective Association.  The 

contest is for eighth grade students and invites 

them to focus on prevention.  Prizes will be awarded 

to approximately 70 students, in addition to a grand 

prize of $1,000.  The contest is in its 14 th year.   

 

OHIO 

 Attorney General Mike DeWine‘s Office devel-

oped a proposal for legislation that would provide 

oversight of gaming that takes place in Internet ca-

fes and similar establishments.  Under the proposal, 

any skill-based amusement or sweepstakes machine 

operator would be required to: 1) Undergo a pre-

operation certification; 2) Obtain and display a li-

cense from the Casino Control Commission certifying 

that the machines have been tested by an outside 

laboratory; and 3) Post inspection stickers on each 

machine.  An operator that violates the licensing re-

quirements would face criminal penalties.             

 

PENNSYLVANIA 

 Acting Attorney General Bill Ryan‘s Child 

Predator Unit arrested Lawrence McElroy, a substi-

tute teacher and retired State Police officer, who is 

accused of using the Internet to sexually proposition 

what he believed was a 13-year-old girl, transmitting 

a nude webcam video and then traveling to meet the 

girl for sex.  The ―girl‖ was actually an undercover 

agent using the online profile of a young teen.  

McElroy also made a series of calls to what he be-
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lieved was the girl‘s cell phone, and at least three of 

the calls were made using telephones at the high 

school where he worked.  Unit agents obtained a 

warrant to search McElroy‘s vehicle, seizing gift 

items he had allegedly promised the girl.  They also 

executed a search warrant at McElroy‘s home, seiz-

ing a computer and webcam which will be analyzed 

by Acting Attorney General Ryan‘s Computer Foren-

sic Unit.  McElroy is charged with one count of 

unlawful contact with a minor and one count of 

criminal attempted  contact with a minor, both first-

degree felonies, each punishable by up to 20 years 

in prison and $25,000 fines.  He is also charged 

with two counts of unlawful contact with a minor 

(related to obscene and sexual materials) and one 

count of criminal use of a communication facility, all 

third-degree felonies, each punishable by up to 

seven years in prison and $15,000 fines.  The case 

will be prosecuted by Senior Deputy Attorney Gen-

eral William Caye II of the Child Predator Unit.  The 

Canonsburg Police Department participated in the 

investigation.     

 

SOUTH CAROLINA 

Attorney General Alan Wilson announced that 

Richard Chastain was arrested by the City of Ander-

son Police Department with assistance from the 

Anderson County Sheriff‘s Office, both members of 

Attorney General Wilson‘s Internet Crimes Against 

Children (ICAC) Task Force.  Arrest warrants allege 

Chastain enabled digital photos of children engaged 

in graphic sexual activities to be disseminated over 

the Internet peer-to-peer file-sharing networks.  

Chastain‘s computers. Xbox and several thumb 

drives were seized for forensic examination.  He is 

charged with two counts of sexual exploitation of a 

minor, a second degree felony punishable by up to 

10 years in prison.   The case will be prosecuted by 

Attorney General Wilson‘s Office.               

 

SOUTH DAKOTA 

Attorney General Marty Jackley announced 

that Dr. John Coddington was sentenced on two 

counts of possession of child pornography.  Cod-

dington received five years for each count to run 

consecutively.  The investigation was handled by 

Attorney General Jackley‘s Division of Criminal In-

vestigation, the Pierre Police Department and the 

Potter County Sheriff‘s Office.      

 

TEXAS 

 Attorney General Greg Abbott charged 24 

defendants with perpetrating a text message 

scheme that led to millions of dollars in unauthor-

ized mobile phone charges.  Defendants, one of 

whom was Jason Hope, CEO of Arizona-based Eye 

Level Holdings, used illicit websites to lure mobile 

phone customers into submitting their wireless num-

bers online.  Their scheme then used the improperly 

obtained numbers to charge customers for monthly 

subscription services, a high tech fraud known as 

―cramming.‖  Defendants also sent customers text 

messages with a password to enter on defendants‘ 

website, only referencing a cost at the very end of 

the message.  The State‘s enforcement action ex-

plained that customers were further deceived when 

their inquiries about the unwanted charges were 

directed to a ―dummy‖ website.  Attorney General 

Abbott‘s Office is seeking a court-ordered halt to the 

defendants‘ deceptive practices, as well as penal-

ties of up to $20,000 per violation of the state De-

ceptive Trade Practices Act and restitution to 

harmed customers.  Verizon, whose customers were 

defrauded by defendants, has fully cooperated with 

the State and has established a website through 

which customers can seek reimbursement for the 

improper charges.     

 

WISCONSIN 

 Attorney General J.B. Van Hollen‘s Special 

Agents from his Division of Criminal Investigation 
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joined the Appleton Police Department to arrest Eric 

Haataja on charges of eight counts of possession of 

child pornography, as well as drug charges.  Agents 

executed a search warrant at Haataja‘s residence 

and seized several storage devices, including com-

puter hard drives, optical disks and USB thumb 

drives.  They also seized a DVD which was initially 

previewed and found to contain videos of children 

engaged in sexually explicit conduct.  The arrest re-

sulted from an undercover Internet child pornogra-

phy investigation.    

    

IN THE COURTS 

COMPUTER FRAUD AND ABUSE ACT:  

CELL PHONE AS COMPUTER 

U.S. v. Kramer, 2011 U.S. App. LEXIS 2367 (8th 

Cir. February 8, 2011).  The Eighth Circuit Court of 

Appeals affirmed the lower court‘s conclusion that 

defendant‘s cell phone was a computer.  Neil 

Kramer pled guilty to transporting a minor in inter-

state commerce with the intent to engage in crimi-

nal sexual activity.  He acknowledged that he used 

his cell phone to make calls and send text mes-

sages to the victim.  The U.S. District Court for the 

Western District of Missouri concluded that the cell 

phone was a ―computer,‖ and applied a two-level 

enhancement under the U.S. Sentencing Guidelines.  

Kramer appealed.  The 8th Circuit concluded it was 

bound, not by the common understanding of the 

word ―computer,‖ but by the specific and broad defi-

nition in the Computer Fraud and Abuse Act, 18 

U.S.C.S. Sect. 1030(e)(1).  The court also found the 

materials presented to the district court were suffi-

cient to show by a preponderance of the evidence 

that Kramer‘s phone was an electronic or other high 

speed data processing device that performed logi-

cal, arithmetic or storage functions when Kramer 

used it to call and text message the victim.  The dis-

trict court‘s judgment was affirmed. 

 

WARRANTLESS SEARCH AND SEIZURE:  

CONSENT     

U.S. v. Stabile, 2011 U.S. App. LEXIS 1945 (3rd 

Cir. February 1, 2011).  The Third Circuit Court of 

Appeals found that the warrantless search of defen-

dant‘s house was valid under the Fourth Amend-

ment because the woman residing there consented.  

Law enforcement agents came to Salvatore Stabile‘s 

house to question him about counterfeiting checks.   

Stabile was not home, but a woman answered the 

door, invited the agents in and later gave consent to 

search the house.  The woman believed she was 

married to Stabile, but she didn‘t know he was still 

married to his first wife.  As agents searched the 

house, the woman showed them around, gave them 

documents about Stabile‘s finances and showed 

them the location of three computers.  The agents 

took six hard drives, and a later forensic analysis 

revealed child pornography images.  Three months 

later, the agents obtained a state search warrant for 

evidence of child pornography. Stabile pled guilty to 

bank fraud, waived a jury trial and stipulated to facts 

for a bench trial on charges of receipt and posses-

sion of child pornography.  At trial, Stabile moved to 

suppress the evidence seized from his house, argu-

ing that the warrantless seizure of the hard drives 

was unreasonable. The U.S. District Court for the 

District of New Jersey denied the motion and found 

Stabile guilty of the child pornography charges, but 

allowed Stabile to retain the right to appeal the rul-

ing on the suppression motion, which he did.  The 

Third Circuit found that the warrantless search was 

valid under the Fourth Amendment because the 

woman consented.  The court found she had the au-

thority to consent to the seizure of the hard drives, 

and Stabile could not revoke her consent.  Stabile‘s 

conviction and the denial of the motion to suppress 

were affirmed. 
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THIRD PARTY SUBPOENAS: USAGE OF 

SOCIAL NETWORK SITES   

Mancuso v. Florida Metropolitan University, Inc., 

2011 WL 310726 (S.D. Fla. January 28, 2011).  The 

U.S. District Court for the Southern District of Florida 

found that an individual has a personal interest in 

information about his or her usage of social net-

works, and therefore has standing to challenge a 

subpoena to those networks.  John Mancuso sued 

Florida Metropolitan University, his former employer, 

over back overtime wages.  The University sent sub-

poenas to Facebook and MySpace seeking informa-

tion about Mancuso‘s use of the sites.  Mancuso 

moved to quash the subpoenas, arguing that his ac-

counts contained confidential and privileged infor-

mation.  The University argued that Mancuso did not 

have standing to challenge the subpoenas.  The dis-

trict court denied the motion to quash, but on the 

ground that the subpoenas were issued out of fed-

eral district court in California, so the court did not 

have jurisdiction on their issuance. However, the 

court, citing Crispin v. Audigier, Inc., 717 F. Supp. 2d 

965 (C.D. Cal. 2010), found that an individual has a 

personal right in information in his or her profile on 

a social networking site in the same way an individ-

ual has a personal right in his or her employment or 

banking records.             

             

CHILD PORNOGRAPHY:  MORPHED 

PHOTOGRAPHS 

U.S. v. Hotaling, 2011 U.S. App. LEXIS 3812 (2nd 

Cir. February 28, 2011).  The Second Circuit Court of 

Appeals ruled that defendant created child pornog-

raphy when he morphed photos of faces of children 

onto images of bodies of adults engaged in sexually 

explicit conduct. John Hotaling was convicted in the 

U.S. District Court for the Northern District of New 

York for creating the morphed child pornography im-

ages.  He received a sentencing enhancement for 

portrayal of sadistic or masochistic conduct.  Hotal-

ing appealed both his conviction and the sentencing 

enhancement, arguing that the morphed child por-

nography he created was protected speech under 

the First Amendment and therefore his conviction 

was unconstitutional.  The appeals court noted that 

the interests of actual minors were implicated be-

cause they were the only recognizable persons in 

the images.  Furthermore, the names of the minors 

had been added to many of the photographs, mak-

ing it easier to identify them and strengthening the 

connection between the minor and the sexually ex-

plicit conduct. The court found the ―images fit 

clearly within the bounds‖ of New York v. Ferber, 

458 U.S. 747 (1982), where the U.S. Supreme Court 

ruled that the distribution of child pornography was 

―intrinsically related‖ to the sexual abuse of chil-

dren.  The court also found that the restraints in the 

photographs provided a sufficient basis on which to 

impose the sentencing enhancement.  The convic-

tion and sentence were affirmed. 

 

FIRST AMENDMENT:  POSTINGS 

ABOUT DATA LOSS    

Cambridge Who’s Who Publishing, Inc. v. Sethi, 

2011 N.Y. Slip Op. 30320U (N. Y. Sup. Ct. January 

25, 2011).  A New York Supreme Court ruled that a 

blogger has a First Amendment right to post state-

ments concerning an alleged data loss by his former 

employer.  Cambridge Who‘s Who Publishing, which 

provides networking and marketing services, sought 

a preliminary injunction against Harsharan Sethi, its 

former director of management information sys-

tems, to prevent him from operating a website, blog 

or chat room related to the company.  Sethi was al-

legedly responsible for the website Cambridgeregis-

tryscam.com, which raised concerns about a poten-

tial loss of customer data and claimed that custom-

ers might be entitled to a refund.  When Sethi was 

hired, he had signed a nondisclosure agreement re-

stricting him from using client information in mat-

ters not connected to Cambridge‘s business.  Cam-
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bridge argued that not all conduct is protected 

speech, and Sethi could not find refuge in the First 

Amendment when he interfered with their business.  

The court, however, found that the First Amendment 

gave Sethi the right to disseminate his claims be-

cause the court had to give the benefit of the doubt 

to free speech.  The motion for injunction was de-

nied. 

Ed. Note:  The underlying suit, in which Sethi 

has denied the charge and has counterclaimed for 

$20 million in damages, is pending.        

 

CHILD PORNOGRAPHY:  ADMISSION 

OF PHOTOS, HANDWRITING SAMPLE 

U.S. v. Easterwood, 2011 U.S. App. LEXIS 3664 

(10th Cir. February 23, 2011).  The Tenth Circuit 

Court of Appeals found that photographs of defen-

dant‘s son‘s room were probative evidence and that 

the trial court did not err in admitting his financial 

affidavits as handwriting evidence.  Agents searched 

Robert Easterwood‘s house and discovered a com-

puter containing child pornography as well as a 

handwritten list of words that were consistent with 

the child pornography files they found.  A govern-

ment expert compared the handwriting in the list to 

the handwriting on three financial affidavits he had 

prepared, and found they were alike in both hand-

writing and spelling.  Easterwood was subsequently 

convicted of possession, receipt and distribution of 

child pornography in the U.S. District Court for the 

District of Wyoming.  He appealed, challenging the 

admission of two photographs taken of his son‘s 

room and the financial affidavits.  The appeals court 

found the photograph of the son‘s bedroom was pro-

bative of whether the son used his own computer to 

access games on the Internet, and the photograph 

of an unmade bed was not unfairly prejudicial.  As to 

Easterwood‘s argument that admission of the affida-

vits violated the Fifth and Sixth Amendments, the 

appeals court noted that the circuits are divided on 

whether evidence of spelling is protected by the 

Fifth Amendment. However, the court found that the 

outcome of the trial would not be different had the 

affidavits been excluded.  Easterwood‘s conviction 

was affirmed.         

 

POSSESSION OF CHILD PORNOGRA-

PHY:  MULTIPLE COUNTS 

State of Missouri v. Liberty, 2011 Mo. App. LEXIS 

488 (April 12, 2011).  A Missouri Court of Appeals 

found that multiple convictions for each photograph 

of child pornography possessed was barred by the 

Double Jeopardy Clause. David Liberty was con-

victed in trial court of one count of promoting and 

eight counts of possession of child pornography.  He 

appealed, arguing that convicting him of eight sepa-

rate offenses of possession – one for each photo-

graph – violated the Double Jeopardy Clause of the 

Fifth Amendment.  The court of appeals agreed, find-

ing that the statute did not criminalize the posses-

sion of a photograph of child pornography, but 

rather the possession of ―any obscene material‖ de-

picting child pornography.  The court reasoned that 

Liberty‘s possession was a single event at a single 

time and place, so entering multiple convictions for 

the same act was prohibited.  The judgment on the 

promoting count was affirmed, and the judgment on 

the possession counts was reversed, and the case 

remanded.            

 

SUPREME COURT NEWS 

By Dan Schweitzer,  

NAAG Supreme Court Counsel  

 

Cases Decided 

 

FCC v. AT&T Inc., 09-1279.  Exemption 7(C) of 

FOIA covers law enforcement records, the disclosure 

of which ―could reasonably be expected to consti-

tute an unwarranted invasion of personal privacy.‖  
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By an 8-0 vote, the Court held that corporations do 

not have ―personal privacy‖ for purposes of Exemp-

tion 7(C).  The genesis of this case was an investiga-

tion by the FCC‘s Enforcement Bureau of AT&T‘s pos-

sible overcharges to the Government for services 

AT&T had provided in an FCC-administered program 

relating to advanced telecommunications and infor-

mation services for schools and libraries.  CompTel 

— a trade association representing some of AT&T‘s 

competitors — submitted a FOIA request to the En-

forcement Bureau that sought ―all pleadings and 

correspondence‖ in the Bureau‘s file on its investi-

gation of AT&T.  The Bureau responded by ruling 

that some of the information AT&T had provided — 

cost and pricing data, billing-related information, 

and identifying information about staff, contractors, 

and customer representatives — should be protected 

under a FOIA exemption relating to ―trade secrets 

and commercial or financial information.‖  The Bu-

reau also decided to withhold other information un-

der Exemption 7(C), concluding that individuals iden-

tified in AT&T‘s submissions had ―privacy rights‖ 

covered by that exemption.  But the Bureau did not 

apply Exemption 7(C) to the corporation itself, con-

cluding that ―businesses do not possess ‗personal 

privacy‘ interests.‖  On review, the FCC agreed with 

the Bureau‘s conclusion that the ―personal privacy‖ 

exemption did not apply to corporations.  The Third 

Circuit reversed, holding that ―FOIA‘s text unambigu-

ously indicates that a corporation may have a 

‗personal privacy‘ interest within the meaning of Ex-

emption 7(C).‖  In an opinion by Chief Justice Rob-

erts, the Court reversed.   

         The Court disagreed with AT&T‘s argument 

that the word ―personal‖ in Exemption 7(C) incorpo-

rates the statutory definition of the word ―person,‖ 

which includes ―an individual, partnership, corpora-

tion, association, or public or private organization 

other than an agency.‖  The Court found that, al-

though ―[a]djectives typically reflect the meaning of 

corresponding nouns, . . . [s]ometimes they acquire 

distinct meanings of their own.‖  Building on the 

Chief Justice‘s humorous comparison of ―squirrel‖ 

and ―squirrely‖ during the oral argument in this 

case, the Court offered additional examples of ad-

jectives not reflecting the meaning of the corre-

sponding noun:  ―The noun ‗crab‘ refers variously to 

a crustacean and a type of apple, while the related 

adjective ‗crabbed‘ can refer to handwriting that is 

‗difficult to read‘‖; ―‗corny‘ can mean ‗using familiar 

and stereotyped formulas believed to appeal to the 

unsophisticated,‘ . . . which has little to do with 

‗corn‘‖; and ―while ‗crank‘ is ‗a part of an axis bent 

at right angles,‘ ‗cranky‘ can mean ‗given to fretful 

fussiness.‘‖  Accordingly, explained the Court, ―in 

ordinary usage, a noun and its adjective form may 

have meanings as disparate as any two unrelated 

words.‖   

 Having rejected AT&T‘s approach, the Court 

proceeded to interpret ―personal‖ — which is not de-

fined in the statute — by giving the term its ―ordinary 

meaning.‖  ―‗Personal‘ ordinarily refers to individu-

als.  We do not usually speak of personal character-

istics, personal effects, personal correspondence, 

personal influence, or personal tragedy as referring 

to corporations or other artificial entities.‖  The 

Court noted that ―[d]ictionaries also suggest that 

‗personal‘ does not ordinarily relate to artificial 

‗persons‘ such as corporations.‖  The Court was not 

persuaded by AT&T‘s argument that, because 

―person‖ — in common legal usage — is understood 

to include a corporation, ―personal‖ can and should 

in the same context have the same scope, particu-

larly in light of the statutory definition of ―person.‖  

The Court emphasized that ―[w]hen it comes to the 

word ‗personal,‘ there is little support for the notion 

that it denotes corporations, even in the legal con-

text.‖  Moreover, the Court observed, the phrase 

―personal privacy‖ ―suggests a type of privacy 

evocative of human concerns — not the sort usually 

associated with an entity like, say, AT&T.‖                         
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Cases granted review 

Rehberg v. Paulk, 10-788.  The Court will review 

whether a government official who acts as a 

―complaining witness‖ by presenting perjured testi-

mony against an innocent citizen is entitled to abso-

lute immunity from a 42 U.S.C. §1983 claim for civil 

damages.  Petitioner Charles Rehberg sent anony-

mous faxes to a hospital regarding asserted unethi-

cal billing practices.  As a ―favor‖ to the hospital, 

respondent James Paulk, Chief Investigator for the 

District Attorney of Dougherty County, Georgia, in-

vestigated the faxes, including issuing subpoenas to 

petitioner‘s telephone and Internet providers.  The 

District Attorney‘s office eventually indicted peti-

tioner three separate times for harassment, bur-

glary, and assault.  Paulk testified before the grand 

jury with respect to all three indictments, attesting 

to petitioner‘s alleged conduct.  Paulk later admitted 

that he accused petitioner without any ―knowledge 

or preparation,‖ and that he gathered no evidence 

against him.  After the charges against petitioner 

were dismissed, he filed suit against Paulk and oth-

ers, alleging violations under the First, Fourth, and 

Fourteenth Amendments for malicious prosecution, 

retaliatory investigation, evidence fabrication, and 

conspiracy to violate his constitutional rights.  As 

relevant here, the district court denied Paulk‘s mo-

tion to dismiss on the ground that he was entitled to 

absolute immunity for his testimony before the 

grand jury.  The Eleventh Circuit reversed, rejecting 

petitioner‘s proposed ―‗complaining witness‘ excep-

tion to absolute immunity for false grand jury testi-

mony.‖  611 F.3d 828. 

 Petitioner argues that the circuits are 

―deeply divided‖ on the question whether govern-

ment officials who act as complaining witnesses are 

entitled to absolute immunity in judicial proceed-

ings.  According to petitioner, the circuit split arises 

from tension between two Supreme Court decisions.  

In Briscoe v. LaHue, 460 U.S. 325 (1983), the Court 

held that a police officer who allegedly committed 

perjury during a criminal trial was absolutely im-

mune from civil liability.  But in Malley v. Briggs, 475 

U.S. 335 (1986), the Court held that a police officer 

could be held liable for wrongfully causing an arrest 

warrant to issue by submitting a legally invalid affi-

davit.  Petitioner asserts that ―[t]hese two lines of 

authority . . . collide when a government official 

gives testimony as a complaining witness.‖  In peti-

tioner‘s view, Malley controls because ―this case 

involves a complain-ing witness and not an ordinary 

witness,‖ and the common law makes that distinc-

tion decisive for immunity purposes.  The Eleventh 

Circuit disagreed, relying on a prior decision which 

―reasoned that allowing civil suits for false grand 

jury testimony would result in depositions, emascu-

late the confidential nature of grand jury testimony, 

and eviscerate absolute immunity for witness testi-

mony in judicial proceedings.‖ 

 

 

NEWS YOU CAN USE 

 
FTC:  ID THEFT TOP CONSUMER COM-

PLAINT 

 For the 11th straight year, the Federal Trade 

Commission (FTC) received more complaints about 

identity theft than any other crime.  Of the 1.3 mil-

lion complaints made to the FTC in 2010, 250,854, 

or 19 percent, were about identity theft.  Debt col-

lection was second, with 144,159, or 11 percent of 

the total, complaints received.  For the first time, 

imposter scams – in which criminals pose as 

friends, family, businesses or government agencies 

in an effort to get consumers to send money or 

share personal information – became one of the top 

10 consumer complaints. In response, the FTC re-

leased an online consumer guide called ―Spotting an 

Imposter‖ which warns of these scams.  The rest of 

the top 10 complaints were Internet services; prizes, 

sweeps and lotteries; shop-at-home and catalog 

sales; Internet auctions; foreign money/counterfeit 

check scams; telephone and mobile services; and 
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credit cards.   

 

TOP NJ COURT OKAYS VIDEO PLAY-

BACKS IN JURY TRIALS 

 The New Jersey Supreme Court has ruled 

that jurors should be allowed to see video playbacks 

of recorded testimony upon request, subject to safe-

guards.  The decision came in State v. Miller, No. A-

94-09, in which the court upheld a robbery convic-

tion of a defendant who objected to a playback on 

the grounds that it would unfairly emphasize the tes-

timony of one of the complaining witnesses.  The 

court said that while no bright line rule could apply, 

justices should adhere to the following: 1) A jury‘s 

playback request should be granted in most cases 

and should not be declined on the ground it is time-

consuming; 2) The entire testimony – including di-

rect and cross examination, but not sidebars or 

other inadmissible testimony – should be played, 

although the judge could narrow the request if testi-

mony is extensive; 3) The jury‘s request to hear only 

a part of the testimony should be honored provided 

the relevant direct and cross examination is played;      

4) Playbacks should take place in open court with all 

parties present; 5) After the playback, the judge 

should instruct the jury to consider all the evidence 

and not give special weight to the reviewed testi-

mony; 6) The judge should keep a precise record of 

what was played back; 7) The judge must exercise 

discretion  in denying playback if it would be prejudi-

cial; and 8) The party opposing the playback has the 

burden to demonstrate specific prejudice.   

 

SURVEY:  US DATA BREACH COSTS 

STILL RISING 

 The cost of data breaches in the U.S. 

reached an average cost of $7.2 million in 2010, up 

seven percent from $6.8 million in 2009, according 

to a survey by the Ponemon Institute.  That cost 

breaks down to $214 per record, up from $204 in 

2009.  Detection and escalation costs also in-

creased, which indicates that U.S. organizations are 

becoming more proactive in dealing with data secu-

rity.  For example, spending on detection and esca-

lation increased 72 percent per breach in the U.S. 

from an average $264,000 to $455,000 in 2010.  

Organizations are also spending more resources, 

$1.7 million per breach in 2010, on contacting and 

helping victims, up from $1.5 million in 2009.  A 

surprising result of the survey was that organiza-

tions that notified victims quickly tended to spend 

more money per breach, spending $268 per record 

in contrast to those that waited longer and spent an 

average of $174 per record.  Finally, the survey 

found that malicious or criminal attacks, which ac-

counted for approximately one-third of the breaches, 

were by far the costliest at an average of $318 per 

record, up $103, or 48 percent, over 2009 and 

$151 more than the cost of non-malicious breaches.   

 

SURVEY:  IT SWAMPED WITH CYBER 

SECURITY EFFORTS  

 Security professionals are spending an inor-

dinate amount of time on issues related to keeping 

their computer systems secure, according to a sur-

vey by ISC2 and Frost & Sullivan.  Specifically, IT 

professionals spend 49 percent of time researching 

new technologies; 46 percent on internal politics; 

and 45 percent on meeting regulatory compliance.  

Other tasks include developing policies, auditing IT 

security compliance levels and implementing new 

technologies.  The report also found that new 

threats from mobile devices, the cloud, social net-

working and unsecure applications have led to secu-

rity personnel being stretched thin.  The complete 

report may be accessed at https://www.isc2.org/

UploadedFiles/Industry_Resources/FS_WP_ISC%

20Study_020811_MLW_Web.pdf. 

 

 

https://www.isc2.org/UploadedFiles/Industry_Resources/FS_WP_ISC%20Study_020811_MLW_Web.pdf
https://www.isc2.org/UploadedFiles/Industry_Resources/FS_WP_ISC%20Study_020811_MLW_Web.pdf
https://www.isc2.org/UploadedFiles/Industry_Resources/FS_WP_ISC%20Study_020811_MLW_Web.pdf
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LEGISLATIVE NEWS  
 

Broadband Regulation 

 NORTH CAROLINA.  On March 28, the North 

Carolina House passed H.B. 129, a bill that would 

bar state municipalities from competing with private 

providers of communications services.  The bill has 

been sent to the Senate Finance Committee. 

 INTRODUCED.  On  March 11, Representative 

John Barrow (D-GA) introduced HR 911, a bill that 

would require the National Telecommunications and 

Information Administration and the Federal Commu-

nications Commission to inventory the broadband 

spectrum and then to conduct auctions of voluntar-

ily relinquished spectrum usage rights and to share 

the revenue with licensees who relinquished those 

rights.  The bill was referred to the Energy and Com-

merce Committee‘s Subcommittee on Communica-

tions and Technology.   

 

Computer Spyware 

 CALIFORNIA.  On April 25, a state Judiciary 

Committee hearing was held on SB 761, a bill that 

would instruct web sites to desist from monitoring 

the actions of users on computers, smart phones, 

tablets and any other device that accesses the Inter-

net.       

 

Internet Gambling 

 NEW JERSEY.  On March 3, Governor Chris 

Christie vetoed Assembly Bill 2570, which would 

have made New Jersey the first state to allow Inter-

net gambling.    

 

Internet Fraud 

 INTRODUCED.  On March 2, Senator Kirsten 

Gillibrand (D-NY) introduced S. 465, a bill that would 

direct the Federal trade Commission (FTC) to dis-

seminate information to seniors about Internet fraud 

and telemarketing scams and would establish grant 

programs to provide education on these crimes.  The 

bill was referred to the Judiciary Committee. 

 

Sex Trafficking 

 INTRODUCED.  On March 16, Senator Ron 

Wyden (D-OR) introduced S. 596, which would re-

quire the inclusion of safe harbor provisions for chil-

dren exploited for prostitution in state ant trafficking 

statutes, amend the federal criminal code to expand 

protection of victims and witnesses and impose a 

maximum one-year sentence for possession of cer-

tain types of pornography.  It would also amend the 

federal judicial code to allow the issuance of an ad-

ministrative subpoena for the investigation of unreg-

istered sex offenders by the U.S. Marshal‘s Service.  

The bill has been referred to the Judiciary Commit-

tee.    

 

Internet Freedom 

 INTRODUCED.  On April 6, Representative 

Christopher Smith (R-NJ) introduced HR 1389, a bill 

that would promote freedom of expression through 

the media, deter U.S. businesses from dealing with 

Internet-restricting countries and direct the Secre-

tary of State to designate countries which restrict 

Internet freedom.  The bill has been referred to the 

Committees on Energy and Commerce, and Foreign 

Affairs.      
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NEW PUBLICATIONS AND 

TOOLS ON CYBER ISSUES  

 

NetSmartz Internet Safety Presenta-

tions 

NetSmartz will release three new Internet safety 

presentations during the first week of May.  Informa-

tion about these presentations can be accessed at 

http://www.netsmartz.org/Presentations.  They will 

be available for download directly from the site, or 

DVD copies can be obtained by contacting 

NetSmartz. 

 

CyberTipline Assessment 

The Government Accountability Office (GAO) re-

viewed and produced an assessment of the CyberTi-

pline.  The report can be accessed at http://

www.gao.gov/products/GAO-11-334. 

 

Children‘s Exposure to Violence 

The Departments of Justice and Health and Hu-

man Services jointly released  ―Evidence-Based 

Practices for Children Exposed to Violence: A Selec-

tion From Federal Databases.‖  This publication 

summarizes findings from federal reviews of re-

search studies and program evaluations to help 

communities improve outcomes for children ex-

posed to violence.  It can be accessed at http://

www.safestartcenter.org/pdf/Evidence -Based-

Practices-Matrix.pdf. 

 

 

http://www.gao.gov/products/GAO-11-334
http://www.gao.gov/products/GAO-11-334
http://www.safestartcenter.org/pdf/Evidence-Based-Practices-Matrix.pdf
http://www.safestartcenter.org/pdf/Evidence-Based-Practices-Matrix.pdf
http://www.safestartcenter.org/pdf/Evidence-Based-Practices-Matrix.pdf
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BEST PRACTICES IN CYBERSECURITY  

June 14-16, 2011 

University, MS 38677  

 NOMINATION FORM - RETURN BY MAY 16, 2011  

**PLEASE NOTE:  THIS FORM IS NOT AN AUTOMATIC APPROVAL TO ATTEND THE TRAINING. 

APPROVAL NOTICE WILL BE SENT UNDER SEPARATE COVER** 

MEETING ID NO.  1106_BPCS 

Please use one form per registrant/nominee.  Complete all sections.   

 

Please return form to: Emily Pace, Cyberspace Law Assistant at epace@naag.org or National Association of Attor-

neys General, Attn: Emily Pace , 2030 M Street, N.W., 8 th Floor, Washington, DC 20036. 

 

Name (as it should appear on badge):   Full Mailing Address: 

 

_____________________________________  __________________________________ 

             

Title: ________________________________  ___________________________________ 

 

Phone Number: _______________________  ___________________________________ 

 

Fax Number: _________________________ 

   

E-mail: ______________________________   

 

Attorney General Office: ___________________________________  

Travel By (Check one):    Air_____ Rail ______ Car______   

 

State Bar registration number(s)   State ______ Number _________ 

(For CLE credit) 

        State ______ Number _________ 

Dietary Restrictions?  If so, describe:     ______________________________________________  

 

Special Requests  If you require special services or auxiliary aids to assist you while attending the 

meeting and events during the Basic Cyber Crime Training, such as sign-language interpreters, note-takers, 

large print materials or Braille materials, please contact Hedda Litwin, Cyberspace Law Counsel, at 202 -

326-6022 or  by email at hlitwin@naag.org. NAAG will make suitable arrangements.  

  

(NAAG Use Only): 

 

This Nominee Has Been Approved To Attend This Training:    Yes (_____) No (_____) 


